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WHAT IS CLAIMED IS 




1. A method of controlling distribution of electronic 
information comprising the steps of: 



retrieving, at a user locc 



electronic inf ormaticn; 



receiving, from a key serv 
decryption key for tl: 
one user limitation a. 



tion, a segment of encrypted 



control process, the 
a user limitation to 
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er, (a) a copy of a 
e segment, and (b) at least 
ssigned to the segment and 
associated with the decryption key; 
accessing the segment using the copy of the decryption 
key at the user location for the segment and a 

control process responsive to 
control distribution of the 
electronic information; and 
destroying the copy of the decryption key at the user 
location after accesjsing the segment. 



2. The method of controlling distribution of 
electronic information of claim 1, wherein access to the 
decryption key is controlled by the key server subject to a 
unique segment identification associated with the segment 
and the user limitation associated with the segment. 
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A method of accessing 



first and second encrypted 
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segments of an electronic document comprising the steps of 
retrieving, at the user location, a first encrypted 

segment of the electro:iic document; 
receiving, from a key serve::, (a) a copy of a first 
decryption key for the first segment and (b) at 
least one user limitation assigned to the first 
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segment and associated 
key; 

accessing the first segment 

decryption key for the first segment; and 
at the user location, destroying the copy of the first 



with the first decryption 
using the copy of the first 



irst segment as a 
g a decryption key for 



decryption key for the f 
precondition to receivir 

accessing a second segmqnt of the electronic 
document . 



